NSW ICAC EXHIBIT

E15-0078-040-0001

Extraction Report

Cellebrite UFED Reports

Summary

UFED Physical Analyzer version

7.3.0.75

Report creation time

18/06/2018 11:12:39 AM +10:00

Time zone settings (UTC) (UTC+10:00) Sydney (Australia)

Case number E15-0078

Case name E15-0078-40-1

Evidence number E15-0078-40-1

Examiner name A Browning

Department NSW ICAC

Location Sydney

Notes Samsung SM-G900I belonging to Michael Hawatt, IMEI: 353423/06/774584/1, SIN: R58F7065BYM

Source Extraction

File System

Extraction start date/time

18/06/2016 16:39

Extraction end date/time

18/06/2016 17:06

UFED Version

5.1.0.564

Internal Version

4.3.5.564

Selected manufacturer

Samsung GSM

Selected device name

SM-G900i Galaxy S5

Connection type

Cable No. 100

Extraction type

File System [ Android Backup ]

Extraction ID

BCD7E678-29DE-43F3-8831-B2A065E12F33

Time zone settings (ID)

_Australia/Sydney

Legacy

Selected manufacturer Samsung

Selected device name SAMG900i
Logical

Extraction start date/time 19/06/2016 08:58

Extraction end date/time 19/06/2016 10:29

UFED Version 5.1.0.564

Internal Version 4.3.5.564

Selected manufacturer

Samsung GSM

Selected device name

SM-G900i Galaxy S5

Connection type

Cable No. 100

Extraction type

Logical [ Android Backup ]

Extraction ID

02D8BCAB-74F5-4C41-A0CA-1E3687D3EF7E

Report type Phone
Unit Identifier [
Physical

Extraction start date/time

18/06/2016 15:17

Extraction end date/time

18/06/2016 16:21

UFED Version

5.1.0.564

Internal Version

4.3.5.564

Selected manufacturer

Samsung GSM

Selected device name

SM-G900i Galaxy S5

Connection type

Cable No. 133

Extraction type

Physical [ Bootloader ]

Extraction ID

C042A42A-570A-4591-AD25-01D5F53D4 159
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Plugins
# Name Author Version
UFED Logical Report Reader Cellebrite 2.0
Reads the report generated by the UFED
2 Physical Analyzer Report Reader Cellebrite 2.0
Reads report generated by the Physical Analyzer
3 Pre Project
4 Garbage Cleaner
5 Project Processor Finisher
6 Post Project
Contents
Type Included in report Total
£ SMS Messages 20 19659 (5723 Deleted)
SMS Messages (20)
/¥ * These details are cross-referenced from this device's contacts
# Folder Party Time All timestamps Status | Message Deleted
1 Sent 11/05/2016 Sent | HiAll
m 8:09:45 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday.
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
2 Sent To 11/05/2016 Sent | HiAll
M 8:09:46 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
3 Sent To 11/05/2016 Sent | HiAll
m 8:09:49 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
4 Sent To 11/05/2016 Sent | HiAll
W 8:09:50 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday.
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
5) Sent To 11/05/2016 Sent | HiAll
M 8:09:52 The feedback is councils which are targeted for
e* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday.
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
6 Sent To 11/05/2016 Sent | HiAll
M 8:09:54 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday.
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
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7 Sent To 11/05/2016 Sent | Hi All
8:09:54 The feedback is councils which are targeted for
e* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outgoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
8 Sent To 11/05/2016 Sent | Hi All
M 8:09:54 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outgoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
9 Sent To 11/05/2016 Sent | Hi All
8:11:01 The feedback is councils which are targeted for
Council* | PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outooing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
10  [Sent To 11/05/2016 Sent | Hi All
M 8:12:03 The feedback is councils which are targeted for
nine* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
11 Sent To 11/05/2016 Sent | Hi All
M 8:12:05 The feedback is councils which are targeted for
t* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. .
Outgoin - Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
12 |Sent To 11/05/2016 Sent | Hi All
M 8:12:06 The feedback is councils which are targeted for
ara * PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. .
Outgoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
13 |Sent To 11/05/2016 Sent | Hi All
M 8:12:06 The feedback is councils which are targeted for
men* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outgoing Administrators have been appointed and we may
Gellny stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
14 |Sent To 11/05/2016 Sent | Hi All
M 8:12:06 The feedback is councils which are targeted for
uri* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outgoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
15 |Sent To 11/05/2016 Sent | Hi All
M 8:12:06 The feedback is councils which are targeted for
en 2* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outooing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
16 [Sent To 11/05/2016 Sent | Hi All
M 8:12:23 The feedback is councils which are targeted for
* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outgoing Administrators have been appointed and we may

stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.

Not good news so far.

Michael Hawatt
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17 |Sent To 11/05/2016 Sent | Hi All
_ 8:23:59 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outgoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
18 |Sent To 11/05/2016 Sent | Hi All
8:24:02 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outgoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
19 |Sent To 11/05/2016 Sent | Hi All
8:24:02 The feedback is councils which are targeted for
a* PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outooing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
20 |Sent To 11/05/2016 Sent | Hi All
M 8:24:02 The feedback is councils which are targeted for
PM(UTC+10) amalgamation will be sacked and proclamation
Direction: announced on Friday. )
Outaoing Administrators have been appointed and we may
going stay on as advisors only with continued payment
of fees. All power will be left to the Administrators.
Thats what | have.
Not good news so far.
Michael Hawatt
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